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1. Introduction and Scope

This Privacy Policy is issued in compliance
with Jordan's Personal Data Protection Law
for the year 2023 (the "PDPL"), which entered
into force on 17 March 2024, and which is
administered by the Personal Data
Protection Council (the "Council') and the
Personal Data Protection Unit (the "Unit")
within the Ministry of Digital Economy and
Entrepreneurship (the "Ministry"). This Privacy
Policy explains how QADAM MORABA'A FOR
PROPERTY MANAGEMENT LLC ("SQFT," "we,"
"us") collects, uses, discloses, and protects
personal data of Owners and Tenants who
use the Platform.

For the purposes of the PDPL, SQFT acts as
the "Controller" of personal data processed
through the Platform. Under Article 2 of the
PDPL, a Controller is defined as any natural
or legal person, whether inside or outside the
Kingdom, in whose custody the data is held.
This means SQFT's role and obligations as
Conftroller apply to personal data hosted on
our infrastructure regardless of whether our
personnel actually access it (see Section 11.2
below).

Where an Owner or a Tenant is a legal
person, this Privacy Policy applies to the
personal data of the natural person(s) who
act as ifs authorized representative,
signatory, or point of contact, including
identification and contact details submitted
in that capacity, and not to the legal
person's own corporate, business, or
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financial information, which does not
constitute "Personal Data" under the PDPL.

2. Personal Data We Collect

Where you are a Tenant, please note that in
most cases your identity, contact, and
financial data described below is initially
submitted to us by the Owner managing
your tenancy, not by you. The Owner is
confractually responsible to us for having
obtained your consent, or otherwise having
a lawful basis, before doing so (see Section
4.2 of the Terms and Conditions). Where an
Owner or a Tenant is a legal person, the
identity, contact, and financial data
described below relates to the natural
person(s) authorized to act on its behalf. You
retain the rights described in Section 8 below
in respect of this data regardless of who
submitted it.

We collect the following categories of
personal data:

Identity Data: full name, national ID or
passport number, and, where uploaded,
copies of identification documents.

Financial data: bank account details, IBAN
numbers, and other payment-related
information recorded on the Platform for a
User's own record-keeping in connection
with rent and related payments (see Section
8 of the Terms and Conditions regarding the
limits of this functionality). Under Article 2 of
the PDPL, datarelating to a person's financial
status is classified as "Sensitive Personal
Data," which is subject to the heightened
protections described throughout this Policy.

Property and tenancy documents: property
ownership documents uploaded by Owners,
and lease or tenancy contracts and related
documents uploaded by Owners or Tenants.

Contact and account data: email address,
phone number, physical or mailing address,
and account credentials.
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Usage data: log data, device information, IP
address, and similar  technical data
collected automatically through use of the
Platform, which may involve limited
automated analysis of usage patterns (see
Section 3.5 on Profiling).

3. Notice, Purposes, and Legal Basis
for Processing

In accordance with Arficle 9 of the PDPL,
before processing begins we provide you
with the following information, either in this
Policy or at the relevant point of data
collection:

3.1. What we process and when. The
categories of data described in
Section 2, from the point you or an
Owner submit them to the Platform.

3.2. Purpose. We process personal data
fo create and administer accounts;
provide the Platform's record-
keeping, maintenance-tracking,
and communication features; bill
Subscription  fees; respond to
support  requests; detect and
prevent fraud or unlawful activity;
comply with legal obligations; and
secure and improve the Platform.

3.3. Duration. We process your data for
as long as your account remains
active, and thereafter for the
retention periods described in
Section 7. This constitutes the
specific duration disclosed to you
as required under Article 5 of the
PDPL; any extension of processing
beyond what is described in this
Policy will require your renewed
consent as required by the PDPL.

3.4. Processors. The service providers
described in Section 4 who process
data on our behalf as "Processors"
under the PDPL.

3.5. Profiling. Our use of usage data
(Section 2) may involve limited
autfomated analysis fo understand
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how the Platform is used. This may
constfitute  "Profiling" as defined

under the PDPL; automated
processing to identify a data
subject's frends, tendencies,

choices, or behavior. You have the
right to object to such profiling
where it is unnecessary for the
purpose for which your data was
collected, exceeds what that
purpose requires, or is
discriminatory, unjust, or unlawful
(see Section 8).

3.6. Legal basis. Our primary legal basis
for processing is your prior consent,
given in accordance with Arficle 5
of the PDPL: explicit, documented
in writing or electronically; specific
as to duration and purpose as
described above; and requested in
clear, simple, and non-misleading
longuage. Where your data was
originally submitted by an Owner
rather than by you directly, our
processing prior to your own
acceptance of this Policy rests on
the Owner's representation that a
lawful basis exists, your acceptance
of this Policy aft first login constitutes
your own consent going forward.
Consent obtained on the basis of
incorrect information, or that does
not cover a subsequent change in
the nature, type, or purpose of
processing, is not valid under Arficle
5(b) of the PDPL (see Section 14
regarding how we handle changes
of this kind).

In addifion to consent, Article 6 of Regulation
No. 68 of 2025 permits us to process your
data without separate consent where
necessary to perform our confract with you
under the Terms and Conditions (for
example, biling your Subscription or
maintaining fenancy records), or where
necessary for erasure or concealment
purposes. For all other purposes, Article 5(a)
of that Regulation requires us to obtain your
prior consent separately for each disfinct
purpose, using a form approved by the
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Council, rather than a single combined
consent.

4. How We Share Personal Data

We do not sell personal data. Consistent with
Article 14 of the PDPL and Regulation No. 28
of 2025 on Data Disclosure, any disclosure of
your data to a third party is: proportionate to
the purpose for which it is made; limited to
the minimum data necessary to achieve that
purpose, and retained only for as long as
that purpose requires; made without
affecting your ability to exercise your rights
under this Policy; and made without directly
or indirectly revealing the identity of any
other data subject. Where a transfer or
exchange with a third-party recipient
requires your consent, we only do so where
the transfer serves a legitimate purpose of
SQFT and the recipient, you have sufficient
knowledge of the recipient's identity and the
purposes for which the data will be used,
and the transfer is not for marketing purposes
unless you separately consent to that. We
maintain  records documenting data
fransferred to recipients, the purpose of
fransfer, and the relevant consents, as
required under Article 14(b) of the PDPL.

We may disclose personal datfa to:

Other Users of the Platform, strictly to the
extent necessary for the Owner-Tenant
relationship the Platform is designed to
facilitate, subject to the access restrictions
described in Section 11.2.

Our Processors and Recipients, including
Google Cloud/Firebase, which hosts our
infrastructure in the europe-west3 region
(Frankfurt, Germany), and our payment
processing, customer support, and analytics
providers, and only the specific personnel at
those organizations who are authorized and
whose role requires it, consistent with Article
4 of Regulation No. 28 of 2025. We require our
Processors and Recipients to apply security,
technical, and organizational measures
consistent with the PDPL's security measures
instructions, and, under Article 14(d) of the
PDPL, they are subject to the same legal
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responsibilities as SQFT in respect of your
data.

Competent Jordanian courts, arbitral
fribunals, regulators (including the Council
and the Unif), or law enforcement
authorities, where required by law, for
judicial or security purposes, to implement an
international freaty to which Jordan is party,
or to protect a data subject's life or vital
interests, in each case without requiring your
separate consent, consistent with Article 3(b)
of Regulation No. 28 of 2025. Before making
any such disclosure, we confirm it does not
otherwise violate that Regulation, as
required under its Article 5.

A successor enfity in connection with a
merger, acquisition, or sale of assets, subject
to that entity's assumption of obligations
equivalent to those in this Policy.

5. International Transfer of Data

We host the Platform's data using Google
Cloud/Firebase infrastructure located in the
europe-west3 region (Frankfurt, Germany),
within the European Union. Your personal
data, including sensitive categories such as
nafional ID numbers and financial
information, is accordingly fransferred to,
stored in, and processed in Germany.

Article 15 of the PDPL prohibits transferring
data outside Jordan where the recipient's
level of protection is lower than that required
under the PDPL, except in six defined
circumstances. Germany, as an EU member
state, applies the EU General Data
Protection Regulation, a comprehensive
data protection framework; as part of our
due diligence under Article 15(b) of the
PDPL, we have taken this info account in
assessing the protection available at this
location. As of the date of this Policy, the
Council has not published a list of jurisdictions
formally recognized as offering adequate
protection under Article 17(h) of the PDPL.
Pending such a determination, we rely on
your informed consent under Article 15(a)(5)
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as the operative basis for this transfer: by this
Policy, we inform you that Germany and the
European Union have not been formally
designated by the Council as offering
adequate protection, notwithstanding the
protections available under the GDPR, and
we request your specific consent to the
fransfer of your data to this location,
captured as a distinct step separate from
your general acceptance of these Terms, af
the point of registration and, for sensitive
data categories, at the point of upload.

If you do not wish to consent to this transfer,
please contact us at info@sgftjo.com to
discuss the available alternatives before
submitting sensitive data to the Platform.

6. Data Protection Officer

Under Article 11 of the PDPL, a Controller
must appoint a Data Protection Officer
where, among other circumstances, it
processes data that includes financial
information or fransfers databases outside
the Kingdom. Questions, requests, or
complaints regarding this Privacy Policy, our
data protection practices, or the processing
of your personal data may be directed to
info@sqgftjo.com.

7. Data Retention

We retain personal data for as long as your
account remains active, and thereafter for
such period as is reasonably necessary to
comply with our legal obligations (including
limitation periods under Jordanian law),
resolve  disputes, and enforce our
agreements. Consistent with Article 6(b) and
Article 7(e) of the PDPL, we do not retain
datain a form that identifies you beyond the
point the purpose of processing has been
fulfilled, except where retention is required
by law. Upon a valid deletion request, and
subject to Section 8, we wil delete or
anonymize personal data unless retention is
required by law.

ol clalai bl s cazgasg s Jadl 1id Jad el
oedzmll LB o ooy Laslaze | wiy @ 95981 sls¥ly Lol
Llaxdl o Ll By (@5 Lla> Giud ()50
cliadlge cllaig «(GDPR) g 59¥| AeiMU gy 5,819l
bshs e clldg cadgll Ida J) ebibly Jai (e saazll
die odogyadl sl alall cllad o Aladiey Aitus
el e b)) S bl lial 40l « Juead

dolgddl (2 o Jaudl 1da e da316l) 3 e s ¥ caS 13)
Jud ALl Blodl 288l info@sgftjo.com (Je Lias

Apaiedd! Sbled! Byl il o A

Bl creats Josadl a3l c0g3lall e (1Y) Balll Crgay
NUSEARERERENUENNNN TEPREES: WRES.A | RENH A - B PES
il welyd Jan ol Alle cloglas cpagass alily dodla
o Sldb o hludaiul ¢l duzgs (Sasg ALl 5l )
& Lsliylos o1 odd Ao guasell Tl poguate G984
dl Apaxsdl cblly Axlbe o cobldl Lles

info@sgftjo.com.

SLLIL Blaasyi Y

Joaall gyla el Ay Wb Zpmse il @bl Laanas
Llel0Y JUzal Jsane Sy 2ol 3ueld U3 aag
(Gl Ggilall cazgay poladdl sae I3 (3 Lay) Augslall
o () 858801 o Lolmaaily Lisledlas slasly csleslid) dog
Laarms ¥ (Og3lE e VoBoW e (@) Byaally 1 BsW
O ool 3am Aads day clnga susy JSay bl
s ey L Llazsl (93lall oty Lades Y] Axlall
Sl pgdi (A) widl Blelie any crismie B> b
Oplall qats; @ Lo Lusa clas] of duaskadl bl

L Llazsy)


mailto:info@sqftjo.com
mailto:info@sqftjo.com
mailto:info@sqftjo.com
mailto:info@sqftjo.com

8. Your Rights Under the PDPL

Under Article 4(b) of the PDPL, you have the
right to:

1. Know about, review, and access the
data we hold about you, and obtain a
copy of it.

2. Withdraw your prior consent at any time.

4. Correct, amend, add to, or update your
data.

6. Request that processing of your data be
limited to a defined scope.

8. Request erasure or concealment of your
datfa, in accordance with Arficle 10 of
the PDPL, including where it has been
processed for a purpose other than that
for which it was collected, where you
have withdrawn the consent it was
based on, where it was processed
unlawfully, or in fulfilment of a legal or
contractual obligation (this right does
not apply to processing carried out
under one of the lawful-without-consent
grounds in Arficle 6 of the PDPL).

10. Object to processing or to profiing that
is unnecessary for the purpose for which
your data was collected, exceeds what
that purpose requires, or is
discriminatory, unjust, or unlawful.

12. Receive a copy of your data for fransfer
from SQFT to another controller.

14. Be informed of any breach or
compromise of the security and safety of
your data.

Exercising these rights carries no financial or
contractual consequence to you, without
prejudice to SQFT's own rights, as provided
under Arficle 4(c) of the PDPL.

If your account was created by an Owner on
your behalf, you may exercise any of these
rights directly with us at info@sgffjo.com,
including where you have not activated
your account or do not wish to activate it.
Where you request erasure of data
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submitted about you by an Owner, we will
inform the Owner, as it may affect their ability
fo manage the relevant tenancy through
the Platform.

To exercise any of these rights, submit a
request to us at info@sgffjo.com using the
request form we make available. We will
verify your idenfity and confirm receipt
before acting on your request; provide
reasonable accommodations for persons
with disabilities submitting a request; and
complete your request within fifteen (15)
working days of the day following receipt,
extendable once, for justified reasons, by an
equal period with notice to you of the
extension and its justification. No fee is
charged for a rights request, and we will not
impose conditions thatimpede your ability to
submit one.

Where you request erasure, we will also
request erasure, including of all copies and
backups, from any Processor or Recipient to
whom your data was transferred, and
confirm this in a documented manner; if we
cannot confirm erasure at a fransferee's end,
we will inform you and provide contact
details so you can pursue it directly.

You may withdraw consent at any stage of
processing; we wil stop the relevant
processing immediately on receiving your
request, without prejudice to your other
rights, and withdrawing consent will not be
made subject to condifions stricter than
those that applied o giving it.

9. Complaints

If you wish fo complain about how we
handle your data, contact us at
info@sgftio.com. We will register your
complaint under a sequential reference
number, respond within ten (10) days of the
day following submission, and inform you of
the outcome in plain, non-technical
language. If we do not respond within ten
(10) days, or you are unsatisfied with our
response, you may escalate your complaint
to the Personal Data Protection Unit within
the Ministry of Digital Economy and
Entrepreneurship, or pursue it before the
competent courts. No fee is charged for a
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complaint, and we will notimpose conditions
that impede your right to submit one.

Consistent with the laws and regulations, the
Unit will generally verify that you first
submitted your complaint to us as described
above before investigating it directly, unless
it considers immediate investigation justified.
Where the Unit accepts a complaint or
report, it investigates and  submits
recommendations to the Council for
decision, and will inform you of that decision
within thirty (30) days of it being issued.

10. Notice of Data Breaches

In the event of a security breach likely to
cause serious harm to affected individuals,
we will: notify affected data subjects within
twenty-four (24) hours of discovering the
breach, fogether with the measures
available to avoid resulting consequences;
and notify the Unit within seventy-two (72)
hours of discovery, including the source and
mechanism of the breach, the affected

individuals, and any other available

information.

11. Data Security

11.1. We implement reasonable
technical and organizational
measures designed tfo profect
personal data against
unauthorized access, alteration,
disclosure, or destruction. No

system is completely secure, and,
to the extent permitted by the PDPL
and other applicable law, SQFT's
liability for any data security
incident is subject to the limitations
of liability set out in the Terms and
Conditions.

Access Controls for Tenant-Specific
Data. Documents and data that
relate solely and specifically to a
Tenant, including identification
documents and Tenant-specific
financial records, are restricted,
through role-based access
controls, to the Owner who
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submitted them and the Tenant to
whom they relate. Our
administrative and support
personnel do not access such data
in the ordinary course of operating
the Platform. We may access such
data only where necessary for
security incident response, to
comply with a legal obligation, to
provide support requested and
authorized by the relevant Owner
or Tenant, or fo enforce our Terms
and Conditions, and any such
access is logged. This access
restriction is a security and data-
minimization measure; it does not
change SQFT's role as Controller of
this data under the PDPL (see
Section 1 above) while it is hosted
on our infrastructure.

12. Cookies and Similar Technologies

The Platform may use cookies and similar
technologies fo operate, secure, and
improve the Platform, and to understand
usage patterns. You can control cookies
through your browser settings; disabling
cookies may affect the functionality of the
Platform.

13. Children's Privacy

The Platform is not directed at, and we do
not knowingly collect personal data from,
individuals under eighteen (18) years of age.
If we become aware that we have collected
personal data from a person under this age
without appropriate consent, we will take
steps to delete it.

14. Changes to This Policy

Where a change to this Policy alters the
nature, type, or purpose of our processing of
your data, Article 5(b) of the PDPL requires us
fo obtain your fresh consent before that
change takes effect; we will seek that
consent through the Platform before
applying such a change. For other changes
(such as clarifications or administrative
updates), we will notify you by email or in-
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app nofice, and the change will take effect
as stated in that notice.

15. Third-Party Links

The Platform may reference or link to third-
party websites or services, including those of
Vendors. This Privacy Policy does not apply to
those third parties, and we encourage you
to review their own privacy practices.

16. Governing Law and Language

This Privacy Policy is governed by the laws of
the Hashemite Kingdom of Jordan. It is
available in Arabic and English; in the event
of any conflict, the Arabic version shall
prevail.

17. Contact Us

Questions, requests, or complaints regarding
this Privacy Policy or your personal data may
be directed to info@sgftjo.com.
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